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Purpose of the CSULA-CSIRT Incident Evaluation Form
If you are being asked to complete this form then you have recently served as a member of the CSULA-CSIRT incident response team.  The purpose of this form is to determine the effectiveness of the team, to improve CSIRT processes and to ensure that the team is meeting the needs of the campus and the compliance requirements of the CSU and state and federal laws and regulations.
As a result of your evaluation, alerts, warning or recommendations to the University may be issued about certain actions to take to reduce vulnerabilities that were exploited during the incident or to propose changes to current guidelines, standards or procedures.

Incident Information

	Incident Number:        
	Date:        
	Evaluator’s Name:        

	Department:        
	Division:        
	Phone:        


Evaluation
Please provide complete and detailed responses.  Again, this is a tool for improvement and not intended to fault individuals or the process just concluded.
	Evaluation Question
	Response
	Suggested Improvements

	1.  What was your role in responding to the incident?
	     
	

	2. Was the incident sufficiently contained?  If not, why?
	     
	     

	3. Could the incident have been contained faster?  If so, describe what would have made this happen.
	
	

	4. Was communication to the campus at-large adequate?  If not, how can it be improved?
	     
	     

	5.  Was communication to individuals directly affected by the incident adequate?  If not, how can it be improved?
	     
	     

	6.  What difficulties were encountered and what recommendations do you have for improvement?
	     
	     

	7. Could additional tools have helped the detection and recovery process?  If so, what tools?
	     
	     

	8. Could additional training have helped the detection and recovery process?  If so, what type of training and who should receive the training?
	     
	     

	9. Describe any actions (e.g., reports, alerts, warnings, recommendations, etc.) that should be provided to University constituents to reduce vulnerabilities that were exploited during the incident.  If the actions should be taken by a subset (e.g., students, faculty, staff, ITCs, technical staff) of the University, please specific the subset.
	     
	     

	10. Was there any individual, service provider, or official, either from on or off campus, missing from the CSIRT team that should have been included?  Specify the choice and explain how that person could improve the team.
	     
	     

	11. Describe any proposed changes to current guidelines, standards or procedures.
	     
	     

	12. Please provide any other information that would benefit the CSIRT team.
	
	     


The information contained in this document is confidential and should be maintained and safeguarded as Level 1 Confidential Data.

